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Lecture 2 — Salesforce Configuration &
Custom Objects

Introduction to Salesforce



INTRODUCTION

INntroduction

« What is Salesforce Standard & Custom Objects?
« How does Salesforce Security Work?
« Learn about Salesforce Communication methods.

« Learn about Salesforce Lightning Knowledge.

 Lab Session: Basic Data Models and Data Validation
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Salesforce Editions

EDITION
Essentials

Starter

Professional

Enterprise

Unlimited

Developer

WHAT'S GREAT ABOUT IT

Designed for small businesses getting started with CRM to boost sales or service productivity. It includes a setup assistant and administration
tools to customize your deployment as you grow.

Want to get started with sales, service, and marketing functionality all in one? With out-of-the-box tools and built-in guidance, Salesforce
Starter is the fastest way to get started with the Salesforce CRM suite. It's perfect if you're a first-time user who wants to find, win, and keep
customers and build stronger relationships from day one.

Designed for businesses requiring full-featured CRM functionality. It includes straightforward and easy-to-use customization, integration, and
administration tools to facilitate any small to midsize deployment.

Meets the needs of large and complex businesses. It gives you advanced customization and administration tools, in addition to all the
functionality available in Professional Edition, that can support large-scale deployments. Enterprise Edition also includes access to Salesforce
APIs, so you can easily integrate with back-office systems.

Maximizes your success and extends it across the entire enterprise through the Lightning Platform. It gives you new levels of platform
flexibility for managing and sharing all your information on demand. Includes all Enterprise Edition functionality, Premier Support, full mobile
access, unlimited custom apps, increased storage limits, and other features.

Provides access to the Lightning Platform and APIs. It lets developers extend Salesforce, integrate with other applications, and develop new
tools and applications. Developer Edition also provides access to many of the features available in Enterprise Edition.

Salesforce doesn't provide technical support for Developer Edition. But you can ask for help from developer community message boards after
you register for the Lightning Platform developer website: developer.salesforce.com.
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https://developer.salesforce.com/

Salesforce Objects

—a

Data Fields

Relationships

.
Ch / J

Custom Selection
Custom Inputs

OBJECTS

Standard & Custom Objects
Custom Fields

Page Layouts

Compact Layouts

Search Layouts

Record Types

Validation Rules

Object Limits

Reports
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OBJECTS

Standard Objects vs Custom Objects

Standard Objects:
« Objects provided by default

« Examples Account, Contact, Case

Custom Objects:

« The objects created by an organization

« Store information that is unique and important to the organization.
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Creating a Custom Object

« Setup -> Object Manager -> Create
-> Create Object

Allow Reports:
« |f we want to allow users to create
reports of the data.

Allow Activities:
« |f we want to allow users to create events
and tasks related to the records.

CREATING OBJECTS AND FIELDS

r

| New Custom Object

‘ 0 Permissions for this object are disabled for all profiles by default. You can enable object permissions in permission sets or by editing custom profiles. Tell me morel

Custom Object Definition Edit

Custom Object Information

Save | | Save & New | Cancel

The singular and plural labels are used in tabs, page layouts, and reports.

Label IH

Plural Label I‘

Starts with vowel sound

] Example: Account

‘ Example: Accounts

O

The Object Name is used when referencing the object via the API.

Object Name I‘

Description

Context-Sensitive Help Setting

Content Name

Example: Account

@ Open the standard Salesforce.com Help & Training window
(O Open a window using a Visualforce page

Optional Features

(7) Allow Reports

([0) Allow Activities

[ Track Field History

(J Allow in Chatter Groups
Enable Licensing i

Object Classification

When these seftings are enabled, this object is classified as an Enterprise Application object. When these settings are disabled, this object is classified as a Light Application ¢

Allow Sharing
Allow Bulk API Access
Allow Streaming AP| Access

Deployment Status

O In Development
(@ Deployed

Search Status

When this setting is enabled, your users can find records of this object type when they search. Learn more.

(O) Allow Search

Object Creation Options (Available only when custom object is first created)

(CJ Add Notes and Attachments related list to default page layout
(7] Launch New Custom Tab Wizard after saving this custom object
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CUSTOM FIELDS

Custom Fields

Custom Fields can be created by administrators on both Standard and Custom Objects

Field Types

« Lots of data types
« This defines the type of data stored in the Custom Field

History Tracking

« Track and display the history of the field value
« You can track the field history of Custom Objects and limited Standard Objects
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Custom Field Types

Address

o Let's users enter a street, city, state or province, zip or postal code, and
country, or to search for an address
Auto Number
o Automatically assigns a unique number to each record.
Checkbox
o Let's users check a box, indicating a true or false attribute of a record
Currency

o Let's users enter a currency amount. Date : Lets users enter a date or pick a
date from a popup calendar.

Date/Time
o Let's users enter a date or pick a date from a popup calendar and enter a time
of day.

Email
o Let's users enter an email address of up to 80 characters, which is validated to
ensure proper format.
External Lookup Relationship

o When you create an external lookup relationship field, the standard External
ID field on the parent external object is matched against the values of the
child’s external lookup relationship field.

CUSTOM FIELD TYPES
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Custom Field Types

« Formula
o Let's users automatically calculate values based on other values or fields such as merge
fields. Not available for external objects.

« Geolocation
o Let's users specify a location by its latitude and longitude.

« Hierarchical Relationship
o Creates a hierarchical lookup relationship between users. Let's users use a lookup field to
associate one user with another that doesn’t directly or indirectly refers to itself.

» Indirect Lookup Relationship

o An indirect lookup relationship links a child external object to a parent standard or custom object.

* Lookup Relationship
o Creates a relationship between two records so you can associate them with each other.
For example, opportunities have a lookup relationship with cases that lets you associate
a particular case with an opportunity.

» Master-Detail Relationship
o Creates a relationship between records where the main record controls certain behaviors of the
detail record such as record deletion and security.

CUSTOM FIELD TYPES
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CUSTOM FIELD TYPES

Custom Field Types

* Number
o This number is treated as a real number and any leading zeros are removed.
» Percent

o Enter a percentage number as a decimal—for example, 0.10. The system automatically converts the
decimal to a percentage—for example, 10%

« Phone
o Character limit is 40. Salesforce automatically formats it as a phone number.
* Picklist

o Let's users select a single value from a list that you define.

« Picklist (Multi-select)

o Let's users select more than one picklist value from a list that you define. These fields display
each value separated by a semicolon.

* Roll-Up Summary
o Automatically displays the record count of related records or calculates the sum, minimum, or
maximum value of related records. The records must be directly related to the selected record
and on the detail side of a custom master-detail relationship with the object that contains the
roll-up summary field.
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CUSTOM FIELDS

Custom Field Types

Text

o Let's users enter any combination of letters, numbers, or symbols. You can set a maximum length, up to 255 characters.

Text Area (Long)
o Let's users enter up to 131,072 characters that display on separate lines similar to a Description field. You can set the
length of this field type to a lower limit, if desired. Any length from 256 to 131,072 characters is allowed.

Text Area (Rich)

o With the use of a toolbar, users can format the field content and add images and hyperlinks. The toolbar allows the user
to undo, redo, bold, italicize, underline, strike-out, add a hyperlink, upload or link to an image, modify alignment, add a
numbered or non-numbered list, indent, and outdent. The maximum field size is 131,072 characters, inclusive of all the
formatting and HTML tags.

Time
o Let's users enter a time of day, including hours, minutes, seconds, and milliseconds.

URL :

o Let's users enter up to 255 characters of any valid website address.
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Creating Custom Fields

« Setup -> Object Manager ->[Object
Name] -> Fields & Relationship ->
New

« Step 1: Choose the Field Type

« Step 2: Enter Field Details

New Custom Field

CREATING OBJECTS AND FIELDS

P une 1 agn s

‘ Next‘ Cancel

Specify the type of information that the custom field will contain.

Data Type

@None Selected

O Auto Number
O Formula

Roll-Up Summary l

O Lookup Relationship

O Master-Detail Relationship

New Custom Field

Select one of the data types below.

A system-generated sequence number that uses a display format you define. The number is automatically incremented for each new record
A read-only field that derives its value from a formula expression you define. The formula field is updated when any of the source fields change.

Aread-only field that displays the sum, minimum, or maximum value of a field in a related list or the record count of all records listed in a related list.

Creates a relationship that links this object to another object. The relationship field allows users to click on a lockup icon to select a value from a popup list. The
other object is the source of the values in the list

Creates a special type of parent-child relationship between this object (the child, or "detail") and another object (the parent. or "master”) where:
= The relationship field is required on all detail records.
= The ownership and sharing of a detail record are determined by the master record.
= When a user deletes the master record, all detail records are deleted.
= You can create rollup summary fields on the master record to summarize the detail records
The relationship field allows users to click on a lookup icon to select a value from a popup list. The master object is the source of the values in the list.

PP

Enter the details Step 2 of 4

Field Label

Length
Field Name

Description

Help Text

Required
Unique

External ID

Auto add to custom report type

‘Frevlousl ‘ Next ‘ Cancel

Please enter the maximum length for a text field below.

N
I

(7] Always require a value in this field in order to save a record
(7] Do not allow duplicate values.

Treat "ABC" and "abc” as duplicate values (case insensitive)
Treat "ABC" and "abc” as different values (case sensitive)

(] Set this field as the unique record identifier from an external system
Add this field to existing custom report types that contain this entity | ;
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CREATING OBJECTS AND FIELDS

Creati ng CUStO m Fie | dS New Custom Field [
Step 3. Establish field-level security Step3of4

|Previous | | Next | Cancel

« Step 3. Establish field-level =

security

Select the profiles to which you want o grant edit access to this field via field-level security. The field will be hidden from all profiles if you do not add it to field-level security.

Field-Level Security for Profile (] visible ) Read-only
 Step 4: Addt I t - -

e . O a e a O u S Analytics Cloud Integration User O
Analytics Cloud Security User O
Contract Manager O
Cross Org Data Proxy User O
Custom: Marketing Profile O
Custom: Sales Profile (]
Custom: Support Profile O
Carca ram  Ann Sukercrintian |lear = (]

Step 4. Add to page layouts Step 4 of 4

‘.Previous‘ ‘.Save& New.‘ ‘ Save ‘ Cancel

Field Label  testing object
Data Type Text

Field Name  testing object

Description

Select the page layouts that should include this field. The field will be added as the last field in the first 2-column section of these page layouts. The field will not
appear on any pages if you do not select a layout.

To change the location of this field on the page, you will need to customize the page layout.
Add Field Page Layout Name

testing object Layout
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Page Layout

« Control the layout and organization of
buttons, fields, etc., on object record pages.

« Determine which fields are visible, read only,

and required.

« Customize the content of record pages for

your users.

Other Types of Layouts
« Compact

« Search

OBJECTS

€ 00021034 [ Salesforce - Google Chrome:
- ren

< C Y & htipsy/yayalightningforce.com/lightning/r/Case/5000000001XbL3IQAV view

»

YAYA Service Light...

Relation Contact

B Account Details

Account Name
PERTUTTI MODE

Bank Account

Phone
0485 321773

Account Receivable Code

8789

Customer Group
Retailer

Address

KORTE MOLENSTRA...
5431 DT CULK
Netherlands.

Case Details

Case Details

Contact Email
info@pertuttimode.nl
Relation

PER TUTTI MODE
Case Number
00021034

Case type level 1
Returns.

Apps M Inbox - Gmail ) Phabricator B Transiate

Cases

Account Owner
Annemieke Schutte

Total Open Imvaice
Amaunt

€000

Last Payment Date
25-10-2018
Payment Description
R13- 10 dagen 3%
korting 30 dagen
netto

Payment Plan

Credit Amount
€7.500,00

Contact Phone
0485-321773
Contact Name
Mieke Sleenhof

Parent Case

Case type level 2

v

m Home-BBCNews @ Quip [ Intranct ® Trilblazer  IT Client Portal Login - Q@ Loway QueusMatric: 9 Inloggen met behu

Al w Search Salesforce

FaDISCOV.. v x [E1433027 ~ x Q@VAYASe. v x QVYAYAED. v x @@000223. v

Case
00021034 + Follow Clone Create Person Account Choose Related Organisation Edit | w

Relation Subject Priority Status
RMA 27523 - PER TUTTI MODE (08789001) Medium Closed

PER TUTTI MODE

X

- : i S
- e |

- ® 0 :

® Salesforce Sandbox (& VCK ) Tom's Planner (new TOPdesk Other bookmarks

A~ Chatter

CEER-F Y )

v x  @000222. v x @MO000224. v X @MO000210. v X  More v

Related Laatste E-Mailbericht

Laatste E-mailbericht

Laatste emailbericht

Dit is de aanmelding, zit ook in de doos

Details Feed Attachments

v Description Information

Subject

RMA 27523 - PER TUTTI MODE (08789001)
Description

Customer: PER TUTTI MODE [08789001]
Boxes: 1

Remarks: nfa

Item Quantity Reasen

124101-821 Total: 2

1-42BLACK

1 - 4& BLACK Return - Defect

Short description

Customer: PER TUTTI MODE [08789001]
Boxes: 1

Remarks: n/a

Item Quantity Reason
124101-821 Total: 2

1-42 BLACK

1-4& BLACK Return - Defect

v Case Information

Case Number Case Owner
00021034 &8 Astrid Boerze
v Parent Case Contact Phone

Gr.Hermann

Per Tutti Mode
Korte Molenstraat 9b
5431 DT Cuijk

T: +31485 321773
E: info@pertuttimode.n
W: www.pertuttimode.nl

——Oorsprankelijk bericht—

Van: Customer Service / YAYA <cs@yaya.nl>
Verzonden: vrijdag O november 2018 14:02

Aan: info@pertuttimode.ni

cc:
cs@8ltukaaqqj72vct379i265d7605g34h0q7fzzbd Tdw
505500z.00-rbuSuam.eud.case.sal

esforce.com

Onderwerp: RE:RMA 27523 - PER TUTTI MODE
(08789001)

Beste klant,

Bedankt voor de aanmelding van de klachten. Wij
hebben de Klacht
geaccepteerd maar om ophaalkosten te beperken,
verzoeken wij u deze

. artikelen nog even te verzamelen tot eventueel

14 uAoMm



Edit Page layout

« Setup -> Object Manager ->[Object Name] -> Page Layout -> [Page Layout Name]

Drag and Drop Item to the section of the layout

‘Save '”Quick Save | Preview As...v | Cancel | | Undo | Redo |||/ = Layout Properties
jSzuslz) | | Gancel || $\Undo | 3 Redo || g

Fidlds @, Quick Find| Field Name £

Buttons +[H Section

Owner

Quick Actions +F]Blank Space

testing object Name

Mobile & Lightning Actions
Expanded Lookups
Related Lists

Repart Charts

Created By
Last Modified By

testing object Detail

i Information (Header visible on edit only)

% ® testingobject Sample Text
Name

i System Information (Header visible on edit only)

Standard Buttons

|Edit| |Delete| |Clone | | change owner| | Change Record Type | | Printable View | | Sharing | | Sharing Hierarchy |

| @ CreatedBy

Owner

21 Last Modified By

Sample Text

Sample Text

Custom Buttons
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Compact Layouts

Displays key fields for a record at a
glance when hovering over a record
link.

Also shows in the ribbon at the top of a

layout record.

OBJECTS

OPPORTUNITY

Burlington Textiles Weaving Plant Generator

Account Name Clese Data Armount Opportunity Chwrer
Burlington Textiles Corp of America 942016 5235,000.00 a radison Ri
Prospect... Qualifica... Proposal... Megot

ACTIVITY CHATTER
Opportunity Cwner
a Madison Rigsby

Private

Opportunity Name
Burlington Textiles Weaving Plant Gen

Account Name

Burlington Textiles Corp of America

i Burlington Textiles C...

Type Phone

Customer - Direct (336) 222-7000
Website Account Owner
www.burlington.com Madison Rigsby

Opportunities (1)

Burdington Textiles Weaving Plant Generator
Stage: Prospecting

Amount: 5235,000.00

Close Date: 9/4/3016
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OBJECTS

Search Layouts

. Al w Q, tesla [x] * . ? ﬁi A o

Sales Home  Chatter  Opportunities »  Leads »  Tasks ~  Files  fccounts Contacts ~  Groups ~  People »  Dashboards Reports »  More v

e Determine what users see when Einstein

Accounts
View More
| Top Results 5+ Results » Sorted by Relevance ¥
S ea rc h retu r n S reS u |tS Accounts ACCOUNT NAME ~  ACCOUNTOWNER v INDUSTRY ~  LAST MODIFIED DATE “ SHIPPING CITY “ ACCOUNT NUMBER  EMPLOYE
L]
Peaople Te: . Art Vandelay Technology 1/23/2017 423 PM San Francisco 0-545412 14,000
Groups Tesla Motors David Mewman Technology 6(12/2017 6:12 AM San Francisco 0984246 10,000
Eppoeisiies Tesla Semi Susan Ross Transportation  9(30/2017 10:00 PM  San Francisco 0-578454 40,000
Contacts
Tesla Home Solar Gearge Steinbrenner Technology 5/1/2017 1:22 AM Mew York 0-323197 30
. . o
Y Files
u I u u I 7 u I Tesla Powerwall Manufacturing Matthew Wilhelm Manufacturing B/4J2017 4:12 AM San Francisco 0-99B T4k 200
Dashboards
Repaorts
| t sh r hat’ t rel Nt rone
dyout SNOWSs users what's most reieva > Shaw ore

MAME o TITLE »  EMAIL ADDRESS % PHOME NUMBER » EMPLOYEENU.. » ROLE W USERTYPE v ACTIVE v

tO thel . !a ElonMusk  ChiefExecutive.. ceo@teslacom 4155553541 0000002 President’s Co.. Standard ¥ -

Q JB Straube! Chief Technical.. cec@teslacom 415-555-7741 0000002 President’s Co...  Standard ~ hd

Groups

S5+ Results - Sorted by Relevance ¥

Wiew Mare

« (Can create search layouts for standard and

MNAME  LAST ACTIVITY “  MEMBERS v OWNER -

Tesla CA 2/9/2017 950 AM 27,541 Members At Vandelay -

custom objects.

« The search layout that you configure applies

to global and lookup searches.
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OBJECTS

Record Types

Ability to classify data in an Object so
- Different types of the same record can be tracked e.g., Customer & Broker Branch Accounts

« Users from different roles can consume and update data different ways.

Account Record Type
Account Record Type

Broker Branch
Customer

Account Source
Account Source

[ --None-- v] [ --None-- v
v —None-- ~/ --None--
Web Web
Partner Referral
Partner Referral Other
Other
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OBJECTS

Validation Rules

« Custom Defined Rule that verify the data a user enters in a record meets the standards you specify

Expression that evaluates the data in one or more fields and returns a value of “True” or “False”.

« Validation rules also include an error message to display to the user.

Edit Pyramid Construction Inc.

Review the errors on this page.

Account number must be 8 characters long.

* Account Name Phone

Pyramid Construction Inc. (014) 42T-4427
Parent Account Fax

Search Accounts (014) 427-4428

Account Number Website
1234 www.pyramid.com
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DATA VALIDATION

How to create a validation rule

Validation Rule Edit Save | | Save & New | | Cancel

Rule Name || Account_number_must_be_ 8_characters_long
Active

Description

« Setup -> Object Manager
->[Object Name] ->
Validation Rules -> New

A
Error Condition Formula
Example: ‘Discount_Percent_c:»D.SD More Examples... _
. —— - Functions
Display an error if Discount is more than 30% ATE 5 Cal :
- uncron L.aiegonegs - »
If this formula expression is true, display the text defined in the Error Message area | d
ISOYEAR o
Insert Field Insert Operator * ISPICKWVAL
LEFT
I LEN (ZccountNumber )} < 8 LEN
LN
LOG R
Insert Selected Function
LEN(text)
Returns the number of characters ina
text string
A

Help on this function
Check Syntax
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LIST VIEWS

List Views
« Alistview is a filtered list of records where you can view records for one object at a time. For
example, a list of Contacts, Accounts, or Opportunities.

« Default list views for each object, but you can also create custom list views based on your user
needs.

e Q semc Al@s?20@®

sse
e Sales Home Opportunities v Leads Tasks v Files Accounts v Contacts W Campaigns v Dashboards W Reports v Chatter Groups v Calendar ~ People v More ¥

’

5 Recently Viewed v ¥ ’
2 items LIST VIEWS Q Search this st ][:Ij
~

All Accounts ~ | Phone v | Account Owner Alias
|
My Accounts (850) 644-4200 SBym [+)
2 New Last Wesk (336) 222-7000 sym (v

New This Week
Platinum and Gold SLA Customers
+  Recently Viewed (Pinned list)

Recently Viewed Accounts
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Creating a List Views

« [Object Tab] -> List View Controls -> New

 Ability to share the list view with all users or a subset group

« Create filters to display the record that match the criteria

CREATE A LIST VIEW

Home  Opportunities

Leads v Tasks Files ~

[ Q. Search...

]

Accounts W

Contacts v Campaigns v

Dashboards

Reports

Chatter ~ Groups

(x[-] @ 2

Calendar v People

20 @@

More W ra

Accounts

L&) All Customer - Direct v

13 items = Sorted by Account Name » Filtered by My accounts = Updated a few seconds ago

U
O
: [0
30O
+ 0
s 0
s
7O
:

Account Name T

Burlington Textiles Corp of America
Dickenson plc

Edge Communications

Express Logistics and Transport
Farmers Coop. of Florida
GenePoint

Grand Hotels & Resorts Ltd

Pyramid Censtruction Inc.

“ | Account Site v

Billing State/Prov... *~ | Phone

NC

KS

TX

OR

FL

(336) 222-7000
(785) 241-6200
(512) 757-6000
(503) 421-7800
(850) 644-4200
(650) 867-3450
(312) 596-1000

(014) 427-4427

Type

Customer -

Customer -

Customer -

Customer -

Customer -

Customer -

Customer -

Direct
Channel
Direct

Channel

Channel
Direct

Channel

[ New ‘ Import

‘ Printable View ]

Q, search this list...

[+ e

Account Own... v
SByrn
SBymn
SByrn
SBymn
SByrn
SByrn
SByrn

SByrn

W W« & E @]

Cancel

Filter by Owner
All accounts

Matching all of these filters

Type*
equals Customer - Direct

Add Filter

Remove All

22
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REPORT TYPES

Report Types

SETUP
Report Types

This report type will generate reports about Accounts. You may define which related records from other objects are returned in report results by choosing a relationship to another object.

« Salesforce comes with report types out-
of-the-box for all standard objects and

standard object relationships

o e.g. "Contacts & Accounts” or “Opportunities Accounts
with Products”. P"maWObJect

Cases B c
« Custom report types enable you to create %E:‘“'lcﬁrsi“r:;i':r“ii:fxifh‘;;?:i;‘:;zd'“';‘i‘:cid;‘“"“’ 8 °
complex reports that go beyond iActlwtles

®Each "B" record must have at least one related "C" record.
O"B" records may or may not have related "C" records.

Assigned To b
C to D Relationship:
@Each "C" record must have at least one related "D" record.

O records may or may not have related "D" records.

the standard Salesforce report types. P

L >
Ll =
Ll -
[ =

Object Limit Reached
You can associate up to four objects to a custom report type.
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REPORT DASHBOARDS

Creating a Report & Dashboard

w4

. f— F@a?a @

Sales Home Opportunities ~ Leads ~ Tasks ~ Files ~ Accounts  ~s Contacts ~ Campaigns  ~ Dashboards ~ Reports ~ Chatter  Groups ~ Calendar People Cases v Forecasts K

« Report Tab -> New Report ->
Select Report Type > Sta rt New Contacts & Accounts Report #  Contacts & Accounts sebn | sae | v ce | [

3 . % i - Previewing a limited number of records. Run the report to see everything. Update Preview Automatically
Search all fields.. Q Outline Y Filters
I E e p O rt * M Summary Formulas (0) -~ & - Salutation ¥ FirstName ¥ LastName ¥ Title 7| Account Name ¥ Mailing Street Y| Mailing City '™ Mailing State/Province ¥ Mailing Zip/Postal Co
roups
1 Ms. Bertha Boxer Director of Vendor Relations  Farmers Coop. of Florida 321 Westcott Building  Tallahassee FL 32308
B Grour ROV
- 4
“ M Contact: General (27) Add group
‘A Contact Owner
. .
« Drag & Drop required Field e
A Created By
. Columns A4
A Created Alias
A Last Modified By Add column...
A Last Modified Alias Salutation X
= Saluttien Contact Owner Alias
A First Name First Name

A Last Name Last Name X

« Create filters to display the :

A Department

Account Name %
M M & Birthdate
Mailing Street x
= Lead Source
A Assistant Mailing City x
A Asst. Phone Mailing State/Province x
A Owner Role Display Mailing Zip/Postal Code x
- -

A Owner Role Name
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OBJECTS

. ]
Object Limits

11 Items, Sorted by Item

Object Limits —

« 3,000 total custom objects per Organization :
« 800 Custom fields per object .

Rollup Summary Fields 40

e 5 Active looku p filters p er o bJ ect Sharing Rules (Both Owner- and Criteria-based) 0 200

Sharing Rules (Criteria-based Only) 50

500

« 500 Active validation rules per object Tl orkow e
« 20 maximum standard or custom fields tracked for
standard or custom objects
« 15 Unique Formula Relationships per object
« 300 Sharing Rules Per Object
« 50 criteria-based Rules

* Depending on Salesforce Edition, the above is based on the Salesforce Unlimited Edition Allocations

% USED

0%
0%
8%
0%
17%
4%
10%
0%

0%
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Salesforce Security Model

Introduction to Salesforce



SECURITY

Security

« 1 - Object-Level Security
« 2 -Record-Level Security

« 3 - Field-Level Security
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1 - Object-Level Security

» Users
 Profiles
* Permission Sets and Permission Sets Groups

* CRUD permissions
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User

Represent an individual

e Provide authentication, authorization
and license information.

* It's the master object on the Salesforce
Security model
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Profile

Represent a persona

Define a set of permissions to perform
different operations.

Operations can include a variety of privileges
in the platform. Settings, configuration, login
Urls, working hours, APl access, high- level
privileges.

Salesforce recommends to maintain profiles
with minimum global platform permissions.

Examples; system administrators, sales
representative, APl only users...

REPRESENTS A PERSONA 30 unum



Permission Set

- Define permissions to grant access
to users on different aspect in the
platform.

« Permission sets can be grouped on
Permission set group to maintain a
cohesive sets of permissions for a
given user.
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PROFILES

CRUD operations

« Profiles and permissions set are ready to define CRUD operations on different objects
« Salesforce recommend to use permission sets and maintain profiles with minimum access.

A — - - - - -

see .
12t Setup Home Object Manager

Q. prof SETUP
Profiles
» Users
Profiles

Standard Object Permissions

The permissions defined here control access at the object level. Access to individual records within that object type is controlled by the sharing model. Set access levels based on the functional requirements for the profile. For example, create different groups of permissions for individual contributors, managers, and administrators. How do |

- 8 . "
Didn't find what you're looking for? R . oy

Try using Global Search.

[Basioceoss | DataAdministration _____| [Basioccoss
Read Create Edit Delete View All i Modify All i Read Create Edit Delete View All N Modify All i
Accounts. o 0 Engagement Channel Types 0 O O O 0 0
) ] J— = = = = = — = = = = =
Al Re d Insights — Entitl it Contacts
— ARSI 0 0 0 O u] 0 fement Gontacts O 0 u} 0 0
I Alternative Payment Methods =) s 0o 0 o =) Finance Balance Snapshots 0 ) O 0 0 0
D
) API Anomaly Event Stores L L U J u L, Finance Transactions U U _] U L U
App Analytics Query Requests. 0O IS 0 O o 0 Gateway Provider Payment Method Types 0 O O O 0 0
Application Usage Assignments a 0O o O 0o o Ideas o O o 8]
' 0 fesets ] ) e u) O w} u] O u)
Asset Actions E E D :] |:| E Individuals D D 3 D C D
l Asset Action Sources o 0 ] O m] O Invoices 0 O O o 0 ]
faseiSisa Periocs 0 O o O u] 0 e O o
Async Operation Logs = O =] O o = Legal Entities =] O O o o0 0
P e r i S S i O n S e t S Authorization Forms. O D ) O o 0O Locations 0 O O o D 0
l I I Authorization Form Consents C [: El .:] I:] [:. Location Groups El I] j D C El
Authorization Form Data Uses O l_, U __] l_] L, Location Group Assignments u U _I [_J l_ u
Authorization Form Texts E C D :[ [:l E Macros D D j D E D
Background Operations a O o O o o Oppartunities IS o
Business Brands [_, l_, u __] I_] [_, Orders u U 1 [_J l_ u
SliG=LD (] ) bEnis O O w} u] D O
Card Payment Methods 0 I8 O 0O o 0 Payments 0 0 O O 0 O
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Security Model Schema

— | e
c— | s
8 — I —
c=i0) e
|
Profile Users Permission sets 0 s
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Level 2 — Record Access Security

« OWD - Org-wide defaults
» Hierarchy

» Sharing rules
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DATA ACCESS

Organization Wide Sharing Defaults

- Set the baseline access for your users for your
records.
« Minimum Access Privilege (private)
« General types of access:
* Private: Only users who are granted access by

ownership.
« Read only: All users can view all records for the
Open up .
access object.
et B « Public read/Write: All users can view and edit
of all records for the object.

access

A Role Hierarchy i Sharing Rules i} Manual Sharing - Each object has a separate default

Baseline Object Permissions (Profile, Permissions Sets)

« Set different levels of access for internal,
external, and guest users

Salesforce sharing settings

36 unUM


https://help.salesforce.com/s/articleView?id=sf.managing_the_sharing_model.htm&type=5

User Role Hierarchy

One of the ways you can control access
to records.

Come into play if your security model
(OWDs) are set to private.

Assigned at the Users Record Level

Sample Role Hierarchy

View other sample Role Hierarchies: Territory-based Sample

Executive Staff
CEQ President

CFQO VP, Sales

'4 A’

ROLE HIERARCHY

s
e

* View & edit data, roll up
forecasts, & generate reports
for all users betow

* Can't access data of other

Executive Staff

Western Sales Eastern Sales
_Director - _Diractor

of E. Sales

International

Sales Director|i3
2 | Director

of Int’l Sales

LU Western
Sales Rep

CA Sales Rep NY Sales Rep

OR Sales Rep MA Sales Rep

.3
- International

Asian Sales Rep
European Sales Rep

Sales Rep

*Wiew & edit data,

roll up forecasts, &
nerale reports for

all users directly
birbona

*Can access data

of users above or at
same level

*Yiew & edit data,

roll up forecasts,
& generate repons
only for own data

* Can'l access data of

users above or at
same bevel

Set Up Roles

[T Don't show this page again
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SHARING RULES

Sharing Rules

SETUP

Sharing Settings

Setup Halp for this Page '@

Campaign Sharing Rule

Usa sharing rules 1o make automaftic exceplions to your organization-wide sharing settings for dafined sats of usars.

Ru I eS u Sed to eXte n d S h a ri ng a CCeSS to Note: "Roles and subordinates” includes all users in a role, and the roles below that role.

You can use shaning rules only to grant wider access 1o data, not to restrict access.

users in public groups, roles, or territories

Step 1: Rule Name | = Required information
Label I Volunteers Site GUEE

Rule Namas I'Al‘olunh!is_Si'lc_Gu"I i

. . Description
Gives users greater access by making | .
. . . Step 2: Select your rule type
automatic exceptions to your org-wide e e o o A e o
sharing settings. B SIS
Criteria Field Oparator Value
| Active % | equals | True @) AND
--None-- --Hone-- H AND
~=Nona-=- [ -=Nong-- AND
N . . ==NGne == : -=None-- ] D
Based on ownership or criteria. B Sle—= h
Audd Filter Logic.

Step 4: Select the users to share with

Share with | volunteers Site Guest User &

Step 5: Select the level of access for the users

Campaign Access || Read Only &
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Role Hierarchy

Account llg

Sharing rules

[
»

Executive Staff
CEQ President

CFO VP, Sales

* View & edit data, roll up
forecasts,
for all users below

* Can't access data of other

& generate reports

Executive Staf
* View & edit data,
Western Sales il Eastern Sales International roll W&% %r
; ; 5 :
Director Director _alﬂ!- Director aiuel 'umsers et
b b
of Intl Sales * Can't access dala
of users abowe or at
same level
“LY Western .'1.!- Eastern International
N " View & edit data,
Sales Rep Sales Rep Sales Rep roll Lp forecasts,
CA Sales Rep MY Sales Rep Asian Sales Rep & generale repons
onky for own data
OR Sales Rep MA Sales Rep Eurcpean Sales Rep | * Can access data of

users abowve or at
same evel
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CREATE A NEW ROLE

Creating a Role

- Setup-> User -> Roles - > Add Role

Role Edit

» Select who the new role reports to creatinga | New Role
Hierarchy —
Label I| |
Role Name I| | -
This role reports to I|CEO |Oﬂ
« When we create a new user, we assign a role Role Name as displayed on reports | |

to them.

Save Save & New | | Cancel
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SHARING RULES

Creating a Sharing Rule

SETUP

Sharing Settings

Setup -> Security-> Sharing Settings ->
[Object] Sharing Rules

Step 1: Rule Name

Label I" |
Rule Name || |i
Can create rules base on Owner or on Description ‘
Criteria £
o e.g.isownerin x Role or is Account x Step 2: Select your rule type
Type Rule Type @) Based on record owner (") Based on criteria
Step 3: Select which records to be shared
Control who the record should be shared Account: owned by members of | Public Groups v ][~ Select One —— ~
with
. Step 4: Select th to sh ith
o e.g. Public Group, Roles etc. .
Share with | Pyblic Groups v |[-- - Select One — - v
Control what level of Access they should have e

Default Account and Contract Access |__Read Only

Save | | Cancel
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Level 3 — Field Access Security

 Permissions
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PROFILES

Field-Level Security

« Let's you specify whether users can view or edit each field for an object.
« Salesforce recommend to use permission sets and maintain profiles with minimum access.

Field Permissions

Field Name Read Access Edit Access
Approval Status

Created By ta

Department

Education

Hiring Manager
] Jolo Description
Last Modified By td

L J
— Legacy Position Mumber
S
S Location
Cwner r "
| 0 Pay Grade

Programming Languages

Record Type o o
Permission sets

Status T

Title o -l
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Q&A
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EXERCISES

Exercises

Go to https://trailhead.salesforce.com/ and login to your account.

« Continue the Admin Beginner Trail and complete the following

- Data Modeling

« Lightning Experience Customization

« Reports & Dashboards for Lightning Experience

« Continue the Developer Beginner Trail and complete the following TRAILHEAD
« Formulas and Validations

« Complete the Following Project w

=  Knowledge Basics (Lightning)
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https://trailhead.salesforce.com/
https://trailhead.salesforce.com/content/learn/trails/force_com_admin_beginner
https://trailhead.salesforce.com/content/learn/modules/data_modeling?trailmix_creator_id=strailhead&trailmix_slug=prepare-for-your-salesforce-administrator-credential
https://trailhead.salesforce.com/content/learn/modules/data_modeling?trailmix_creator_id=strailhead&trailmix_slug=prepare-for-your-salesforce-administrator-credential
https://trailhead.salesforce.com/content/learn/modules/data_modeling?trailmix_creator_id=strailhead&trailmix_slug=prepare-for-your-salesforce-administrator-credential
https://trailhead.salesforce.com/content/learn/modules/lex_customization?trail_id=force_com_admin_beginner
https://trailhead.salesforce.com/content/learn/modules/lex_customization?trail_id=force_com_admin_beginner
https://trailhead.salesforce.com/content/learn/modules/lex_customization?trail_id=force_com_admin_beginner
https://trailhead.salesforce.com/content/learn/modules/lex_implementation_reports_dashboards?trail_id=force_com_admin_beginner
https://trailhead.salesforce.com/content/learn/modules/lex_implementation_reports_dashboards?trail_id=force_com_admin_beginner
https://trailhead.salesforce.com/content/learn/modules/lex_implementation_reports_dashboards?trail_id=force_com_admin_beginner
https://trailhead.salesforce.com/content/learn/trails/force_com_dev_beginner
https://trailhead.salesforce.com/content/learn/modules/point_click_business_logic?trail_id=force_com_dev_beginner
https://trailhead.salesforce.com/content/learn/modules/point_click_business_logic?trail_id=force_com_dev_beginner
https://trailhead.salesforce.com/content/learn/modules/lightning-knowledge-basics
https://trailhead.salesforce.com/content/learn/modules/lightning-knowledge-basics

REFERENCES

References

« Salesforce Standard Objects

« Extend Salesforce with Clicks, Not Code

« Salesforce Chatter
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https://developer.salesforce.com/docs/atlas.en-us.object_reference.meta/object_reference/sforce_api_objects_list.htm
https://developer.salesforce.com/docs/atlas.en-us.object_reference.meta/object_reference/sforce_api_objects_list.htm
https://help.salesforce.com/s/articleView?id=sf.extend_click_intro.htm&type=5
https://help.salesforce.com/s/articleView?id=sf.extend_click_intro.htm&type=5
https://www.salesforce.com/eu/products/chatter/overview/
https://www.salesforce.com/eu/products/chatter/overview/
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